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Securing Government and Critical enterprise 



3

T
ec

h
n

o
lo

g
ic

al
 t

re
n

d
s 

in
 s

ec
u

ri
ty

 –
M

 E
rm

an
 _

 1
4/

04
/2

01
0

Securing Government and Critical enterprise 

“As we enter 2010, there is more evidence than ever  before 
that, after hacking as a hobbyist activity and orga nized 
criminal activity for significant financial rewards , a third 
motivation is driving cybercrime: using malware and the 
internet to gain commercial, political, economic an d military 
advantage over rivals.”

Sophos 2010 Security Threat Reports
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Overall Technological Trend

Computing is born
1960
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Ubiquitous computing
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Toward a Content 
driven Networking

2010 + 
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Toward a distributed service architecture for
content driven computing

Web impact over architectures
� SOA and event based architectures

� Services as building blocks for systems

� Meta information for data centric processing
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From “current” to “future” Internet

Current Internet is based on “non specific” technolo gies
� Old Internet protocols

� Generic users web sites

� Monolithic applications

� Security relying on global mechanisms

Future Internet will be fine-grained in all its dimensions

� Function oriented protocols

� Individual user dynamically adapted content & services

� On the fly composed applications (SOA based)

� Content & function based security

Handling this change in size and adaptability is 
the future internet security challenge
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Security: the new paradigms

Static Security

Dynamic Security

Time

C
om

pl
ex

ity
… from a security focused on network 
to a security focused on the data .

Evolving from the fortress to 
the open city model

� Fortress based design

� Security zones

� Privilege levels

� Providing Content Drive Security

� Distributing Trust

� Ensuring Security Compliance
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Toward Content Driven Security

More standards needed

BANK   PAYMENT

Bank  
account 

Clear text
• Secure 
Handshake

• Never 
Propagate

• Report at 
each step

Amount to 
pay

Cipher
# 1

Account of 
receiver

Cipher
# 2

Bloc Signature

Usage & Travel 
constraints

Data Protection 
constraints

Data Element

From Claim Based ID    ...         to Content Drive n Security

Protected 
Data Elements 

Security information attached to the data
� Fine-grained partitioning adapted to data owners requirements

� Trust established between services providers

� Multi-level ciphering at the datum level

� Traceability and accountability at each step

� Using open standards
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Content Driven Security & Privacy 

Societal Trends - Requirements
� Data usage controlled by the user

� Anonymisation

� Sticky policies travelling with data from end to end

� Information traceability

Technical trends - Answers
� Claim based ID

� Abstract model to spell out privacy requirements

� Identity federation

� Virtualisation and semantic architectures

� Accountability and investigation based on data 
mining tools

Security shall be user centric & dependent
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Distributing trust

Trust is made of
� Belief in reliability, honesty, good faith in the intend of another party

� Belief or proof that the means used to conduct the deal cannot be misused

Distributing trust
� All parties and medium involved maintain the trustiness

Trust and security…
� Confidentiality of information

� Network termination

� Secured users & machines

� Authenticated sources

� Service access

…are inseparable

Answers
� Network / link protection

� Application / web protection

� Signature & Time stamping

� Trusted identity & role-based rules

� ID federation, delegation of 
authority and resource provisioning

Trust exist when all aspects of security 
are under users control
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Ensuring Compliance

Compliance management as part of the lifecycle

Compliance 
Using

Compliance Dynamic 
Verification & Validation

Compliance 
Monitoring & 
Governance

Compliance 
Specification

Compliance 
Modeling

Compliance Static 
Verification & Validation

Compliance 
Generation

RUN TIME

DESIGN TIME

Expressive languages for 
compliance concerns

Reusable processes with 
compliance concerns

Behavioral model for service 
composition compliance

Constraints
� Many standards

� Different legislations

� Rapid evolution of regulations

� Complex systems’ challenge                       

Answers
� Reuse best practice

� Easily adapting to changes and 
regulations

� Integrate regulations from design 
to processing
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The cloud exacerbates trust and security issues 

� How internal & 
external attacks are 
managed?

� How internal & 
external attacks are 
managed?

� Who ensure the 
control?

� Who ensure the 
control?� How to guarantee multi-

compliance with laws and 
regulations?

� How to guarantee multi-
compliance with laws and 
regulations?

� What guarantees that 
customer resources are 
fully isolated?

� What guarantees that 
customer resources are 
fully isolated?

� What are the safe nodes 
& networks links ?

� How trustable are my 
operator partners?

� How can I trace 
operations ?

� What are the safe nodes 
& networks links ?

� How trustable are my 
operator partners?

� How can I trace 
operations ?

� Where are my data? 
� What retention period? 
� What data storage and 

protection controls 
apply?

� Where are my data? 
� What retention period? 
� What data storage and 

protection controls 
apply?
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Recommendations for “Future Internet” programme

Security & trust should be the highest priority
� Integral part of the Core Platform
� Part of the overall architecture definition
� A global design authority
� Critical mass & focus

Core platform & associated applications should be us ed to 
� Promote the trust in the cloud via inter-disciplinary & integrated research
� Empower the citizens by giving them control of their data usage

� Foster multi-level security & privacy for the Future Internet

� Allow enforcement of security properties in virtual servers, virtual 
architectures and virtual service environments

� Develop tools to simplify security management and assist citizens 

Organisation & process
� Need for simplicity & focus 

Secured &

Trusted 

Internet


